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Conformity Certificate and Summary

TelekomSecurity.031.0315.09.2024

Trust Service Provider:

SIGN8 GmbH



Conformity Certificate
TelekomSecurity.031.0315.09.2024

pursuant to Article 20 par. 1 of REGULATION (EU) No. 910/2014"
valid from 30.09.2024 up to and including: 29.09.2026

Certification Body of Deutsche Telekom Security GmbH
Bonner Talweg 100, 53113 Bonn
This is to certify

— pursuant to Article 20 par. 1 of REGULATION (EU) No. 910/2014 -
that the

Trust Service Provider
»SIGN8 GmbH*

provides the following trust services:

issuance qualified certificates for electronic signatures
issuance qualified certificates for electronic seals
management of remote QSCD for qualified el. signatures/seals
creation of qualified electronic timestamps

in accordance with the requirements of REGULATION (EU) No. 910/2014.

This certificate is filed and registered under: TelekomSecurity.031.0315.09.2024

Dokument unterschrieben
von: Dr. Furgel, Igor

am: 30.09.2024 16:04
Ort: Bonn e
ok ] I " aan
. j;zv\ﬂ“‘* \  CERTIFICATION

BODY

Bonn, 30.09.2024

i.V. Dr. Igor Furgel
Head of Certification Body

Deutsche Telekom Security GmbH — Certification Body — is an accredited Conformity Assessment Body (CAB).
DAKkS Registration No.: D-ZE-21631-01 (former Certification Body of T-Systems International GmbH, former registration
no.: D-ZE-12025-01).

{({ DAKKS

Deutsche
Akkreditierungsstelle
P-ZE-21631-01-00

L REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC amended by
the REGULATION (EU) 2024/1183 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11 April 2024 amending
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework

This Conformity Certificate consists of 40 pages.
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1.1

1.2

Object of the Conformity Assessment

Name of the Trust Service Provider

SIGN8 GmbH
Furstenrieder Stral’e 5
80687 Miinchen
Germany

Internet: https://www.SIGN8.eu
Phone: +49 (0)89 /2153 7472 000

e-mail: info@sign8.eu

Name(s) of the Qualified Trust Services Provided

SIGN8 qualified signatures certificate, SIGN8 qualified electronic signatures
certificate.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified seal certificate, SIGN8 qualified electronic seal certificate.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified remote signing, SIGN8 qualified electronic remote signing.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified remote sealing, SIGN8 qualified electronic remote sealing.

The names above represent merely different names of same trusted service for
marketing purposes.

SIGN8 qualified timestamping, SIGN8 qualified electronic timestamping.

The names above represent merely different names of same trusted service for
marketing purposes.

30.09.2024
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1.3 Current Confirmation Status

SIGN8 GmbH (abbreviated as SIGN8) is a ‘qualified trust service provider (qTSP)
according to Art. 24 of eIDAS Regulation?.

The last full conformity assessment according to Article 20(1) of the
elDAS Regulation was accomplished with issuing the conformity certificate
TelekomSecurity.031.0283.09.2022 as of 30.09.2022.

The present - 24 months periodic - conformity assessment of the TSP according to
Article 20(1) of the elDAS Regulation serves the continuation of its status as a
‘qualified trust service provider’ according to Article 24 of the eIDAS Regulation for
all qualified trust services offered by the qTSP.

The present assessment is based on

- the Service Provision Practice Statement, version 1.4 as of 10.09.2024
(not publicly available), and

- the Certificate Practice Statement, version 1.4 as of 10.09.2024 (publicly
available). This document is publicly available under
https://www.sign8.eu/trust.

2. TSP’s Trust Services in Scope of the Conformity Assessment

SIGN8 GmbH operates and provides the following trust services in the qualified TSP
operation as defined in eIDAS Regulation, Article 3

- issuing qualified certificates for electronic signatures (qualified trust service
— CA/QC),

- issuing qualified certificates for electronic seals (qualified trust service -
CA/QC),

- creating qualified electronic timestamps (qualified trust service -
TSA/QTST).

2 REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 23
July 2014 on electronic identification and trust services for electronic transactions in the internal market
and repealing Directive 1999/93/EC amended by the REGULATION (EU) 2024/1183 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11 April 2024 amending Regulation (EU)
No 910/2014 as regards establishing the European Digital Identity Framework

30.09.2024
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The TSP also provides qualified remote (server) signing service for TSP’s
subscribers for generation qualified electronic signatures and seals, i.e.

- generating and managing signature/seal creation data on behalf of
subscribers (qualified trust service — RemoteQSCDManagement/Q), and

- generating qualified electronic signatures and seals based on
signature/seal creation data managed by TSP on behalf of subscribers
(qualified trust service — RemoteQSCDManagement/Q).

The remote signing service for TSP’s subscribers corresponds with the particular
trust service type for remote signing

URI: http://uri.etsi.org/TrstSvc/Svctype/RemoteQSCDManagement/Q as defined by
ETSI TS 119612 v2.2.1, sec. 5.5.1.1.

Signature/seal creation data generated and managed by the TSP on behalf of
subscribes can be used by TSP’s subscribers within the remote signing service
provided by the TSP to its subscribers.

Besides this, the TSP also issues portable qualified secure signature/seal creation
devices (QSCD) — so called eToken in USB-stick form factor — to TSP’s subscribers.
These devices acting as qSCD for generating qualified electronic signatures locally
are “IDPrime 940” and “IDPrime 940C” (contact interface) as well as “IDPrime 3940”
and “IDPrime 3940C” (dual interface).

SIGN8 GmbH operates and provides the following relevant services:
Registration (request submission, request verification, subscriber identification),
Subscriber’s key pair generation on behalf of subscriber,

Subscriber’s public key certification (certificate production) for qualified electronic
signatures and seals,

The certificate extension gcStatement — qcSCD (information about storage of
subscriber's keys in the qualified signature/seal creation device), is always
placed by the TSP in a qualified certificate,

Certificate revocation service,

Providing online certificate status information via OCSP (RFC6960 on the request
— response basis),

Providing a remote access for subscribers for the execution of transactions
(generation of remote signatures and remote seals),

Creating qualified electronic timestamps,

30.09.2024
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Operation of a web portal

providing information about these services

(https://www.sign8.eu, https://www.sign8.eu/trust), including the TSP’s Practice

Statement, online forms for applications (menu entry ‘functions’), subscriber
information, legal basis (see footer on the website), service certificates and other

related information,

Technical

support for

customers/subscribers via the functional mailbox

customerservice@sign8.eu.

Following qualified trust services are covered by the current conformity assessment:

Description of the
trust service

‘qualified trust service type’
according to ETSI TS 119 612 V2.1.1, sec. 5.5.1

creating qualified

certificates for

electronic signatures

URI: http://uri.etsi.org/TrstSvc/Svctype/CA/QC

URT:
http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

creating qualified

certificates for

electronic seals

URI: http://uri.etsi.org/TrstSvc/Svctype/CA/QC

URI:
http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

creating qualified

electronic timestamp

URI: http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

Description of the
trust service

‘qualified trust service type’
according to ETSI TS 119 612 V2.2.1, sec. 5.5.1

ETSI TS 119 612 V2.2.1 is NOT covered by the
IMPLEMENTING DECISION (EU) 2015/1505 (Trusted
Lists)

qualified remote | URI:

gSCD management

supports  generation
and management of
signature/seal

creation data within
gSCD(s) on behalf
and under control of

remote  signers  or

http://uri.etsi.org/TrstSvc/Svctype/RemoteQSCDManageme
nt/Q

30.09.2024
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Lists)

Description of the | ‘qualified trust service type’
trust service according to ETSI TS 119 612 V2.2.1, sec. 5.5.1

ETSI TS 119 612 V221 is NOT covered by the
IMPLEMENTING DECISION (EU) 2015/1505 (Trusted

seal creators

Each qualified trust service covered by the present conformity assessment is
identified by the service certificate information, which is unambiguously assignable

to each single trust service.

This service certificate information is summarised below, whereby -certificates
tagged as ‘for verification only’ or ‘expired, if any, shall be kept on trusted lists for

enabling a long period verification.

The TSP operates the following PKIs as single branches of the ‘SIGN8 PKI’:

PKI 1%t Generation [CA 01 for QC]:

Service type identifier
according to ETSI TS 119 612
v2.1.1, sec. 5.5.1:

URI:
http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service name:

SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01

HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
422467883975123211270282792050212362449922876
181

SHAL:
2d3fb00cc3f2e9361368938d60cbl4a682518cfc

30.09.2024
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Trust service certificates (QES-Seal-CA-01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN= SIGN8 GmbH QES SEAL CA 01 HEX :

629D7A4480DCD113492E32517F46A000F658261F

TSL-registered

DEC:
562992963546277935902913010124667602753520
412191

Base64:

————— BEGIN CERTIFICATE--—--

MIIGPjCCBCagAwIBAGIUYpl6RIDcORNJILIJRE0agAPZYTh8wDQYJKoZIhveNAQENBQAWGYoxCzAJBgNVBAYT
AkKRFMRAwWDgYDVQQIDAdACYXZhcmlhMRMwWEQYDVQQKDAPTSUAOOCBHbWIIMRQWEgYDVQRhDAtERTMOOTk3Nzg4
MjEeMBwWGAlUECwwVUO1HTjggR21iSCBSTO9UIENBIDAXMRA4wWHAYDVQQDDBVTSUdOOCBHLWIIIFJPT1QgQOEg
MDEwHhcNMJ IWNDI4MTY1OTEXWhcNMzcwNDIOMTY1OTEXWIB8MQOswCQYDVQQGEWJERTEQMA4GALUECAWHQME2
YXJpYTETMBEGALUECGWKUO1HTjggR211iSDEiMCAGALIUECWWZUO1HTjggR211SCBRRVMgUOVBTCBDQSAWMTE 1
MCAGA1UEAwWWZUO1HTjggR211iSCBRRVMgUOVBTCBDQSAWMTCCALIwDQYJKoZ IhveNAQEBBQADggIPADCCAgoOC
ggIBAPn8Mi8LMTTM11jO5RYQONm/ rvmUwz fT2TK1ByAdm20rDhi0sGZwPbboTNhcXVVFba03£fzS2kS2yCGtKh
AlsLn+6W2IYtdrBbnUenzDIHzUICE1u28Kyo8FG3Y3YreOgN+MAE2bJvulLGEGBcG3IpvY4RalL0ZcaekmHV
EZ916yeDV+6A01UYWebj8PFLET3/pDrdpeGuSWo8yrSiuHL6gAl1GLD+Qk8H81JJYt5nAcCzvFC+EkKAhNnxe
4al0OM+TBFj2a2JRw8pLYrBW1j8rfgSNtLe+9Q6cKO0voOCn0SyEJfe9XT1ldleLOyem82kp]j52mrdP7nKQIEM]
11wZ9kBVLkD1STzipYadJfgkHSujyPxTglC6VO/zLbPFGE7038RgAWRIrmI4+KvmQbhiDHUAGEJTTwMsgKJIB
vu+BVprWC4oUQF33VyzijQl/wIwdhXc7vULXWOcyK+dwIBnjAsuchaF5r7fb6/AxXozK20r/19HcsAWAKVIL
kjoS8IsTqd8A0ejb6EV5RagqIP1iA8rtXe4dbMLPpWRXEVWbpOmMSmMLjaLOD+LOwNXtz3JYDSUEaCNIYbHEZ9ZWD
UWBk3AcdypVB7rv+/NG+8FEU/eRu++mlVp+21i0eYsAu+mT+ZVCwXEdAMygWjUMgUUn81lndmW/7/TmdlyXaszAFV
A6qUJINOUOBHIQR1VAGMBAAG) gagwgaUwHQYDVROOBBYEFGVUYYkgQh+PVYDSD4bWgf6QIMWXMBEGALUAIWQY
MBaAFGPwewwLtydB6IdxUXbuPWLg/Z2UMBIGA1UJEWER/wWQIMAYBAf8CAQAWDgYDVROPAQH/BAQDAGEGMDEG
A1UdIAQ4MDYWNAYLKwYBBAGDx1UBAAAWJTAFBggrBgEFBQcCARYXaHROCHM6LyY 9zaWduOC51dS90cnVzdC8w
DQYJK0oZIhvcNAQENBQADggIBAIOmVoDBnuQDPYE++8EvnApEufcC6i020HiS1mUgqlISIMbzhhBkGsnbIAVgO
tYrkzlpggzSrUzrKj5V5WGSgXCh/43n0pSsMex2alKAzVQpedMHGivIcuFu+a4h7MzPVrC9oC1QCdhQ0cEFX8
ApvIPVBPV+0QydYYO1lhTfkbDF3y7aiEbgDfcT7JfoPTLWMTeY+LkWRzQO0e1l+4VqURG6KK7tKYkKkKIn5djA8kAL
4LyNRdAO6b1lHCo/6hRZ66v8T32nzaudwglau/yGV7kZu2xpkoXobnZd0CAUKPMAFIG11L3NGzTMZwoHszg4Na
DFr+t3CIpYDHP1ODFaiUtB82LXf5Mi+ncXfGkCrGdJVeBG8KnZP80ESeo+Mcbd4jxiwojJrEe03mliPFBIm5
RR7Yg81uOKGDxSamSxGsISr1luDZ8Rh5ta41JD1ytCnsJVzoFAWNPpYuohRMOBznlhJro30KEVyXuict7xtBy
PFEv20himRfXyVexggQdSFcp/Ek3pHEwWUHS3EC31hXVKLSIK/FNgFYvNEuyEj2tp3CYeadhBsV15nAeS3d3
quagXGj459gfL8KQUFOVgXgLi+LfLAVDbIKzDZel+Pdj+55VEETGDhnBCpRWCZz67EkBZEW54XVphjaFZL6FWIv
tdKODx1IjGrsHCwxW76ZNrL5WxZZabIJ+h84----~ END CERTIFICATE-----

Table 1: ,,SIGN8 PKI QSEAL RSA 1%t GEN“: Certificates for the trust service /CA/QC

30.09.2024
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Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3f2e9361368938d60cbl4a682518cfc

Trust service certificates (QES-Seal-CA-02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 GmbH QES SEAL CA 02 HEX:

629D7A4480DCD113492E32517F46A000F6582621
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412193

Base64

_____ BEGIN CERTIFICATE-----

MIIGPjCCBCagAwWIBAGIUYpl6RIDCORNIL]JRE0agAPZYJiEWDQYJK0Z IhveNAQENBQAWGYoxCzZAJBgNVBAY
TAXRFMRAwWDgYDVQQIDAACYXZhcmlhMRMwEQYDVQQKDAPTSUAOOCBHLWIIMROWEGYDVQRhDAtERTMOOTk3NzZ
g4MjEeMBwWGALlUECwwVUO1HTjggR21iSCBSTO9UIENBIDAXMR4WHAYDVQQDDBVTSUAOOCBHOWIIIFJPT1QgQ
O0EgMDEwWHhcNMj IWNTE3MTEOOTQ3WhcNMzcwNTEzMTEOOTQ3WIB8MQOswCQYDVQQOGEWJERTEQMA4GA1UECAWH
OMF2YXJpYTETMBEGA1UECQWKUO1HTjggR211iSDEiMCAGA1UECWWZUO1HTjggR211iSCBRRVMgUOVBTCBDQSA
wMjEiMCAGALUEAwwZUO1HTjggR211iSCBRRVMgUOVBTCBDQSAWM)CCALIWwDQYJKoZ IThveNAQEBBQADggIPAD
CCAgoCggIBALYPvScB7bRO2aIgmTFfyylnDmkTgPxYx4cOhnX1dSYELESHOWRWIEDMdurOQWZXxhxIp/13u

30.09.2024
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ReFiyXvIGuVRyowy23sLe59ITNCWabDa+PnJ/00vQGNIpbaBu9IN4j1KGgzM1lh6wxyJIHNPped /JhImMH+NS
P3bLf0OsVz/grUDJENwyDIRWtstKOZToF+K01AY87Ts1o0kig5qgN4XsaRPpITgSSnpMfisJupwsM41Ku/YU
/bZnIPTpvKdJIv+Z07150976Q6bYtLpMps8TO6pMeaxrm2DBdEuzoLD3V8bcVgJ3£fPsUOh+0I9RWIhFVEvex
WYMSWXhi+AgGifH2Hewo2M3ngD8T7t1RNERCXx893GCHR/GWonnrpgYiBuoLaUDGgD1PteRbjGytXiglrOT
gdSNsUTOhDxWREf8r11vUwGghQ5PYSd4FID2mY 7VkgOiUhyVytCHgfPooKg3ady7X7HbhIK7 6uGWiEKrP7pA
ut046U80JtuGWO28bShPiIVtRwICtROIJPx5F/PnWIkEgGPvgzVeKTDws9BN6L31PjZ1QYWLFXVilwdY86vE
XXa2zQImpLAECFDW2uVTSEORerddJ9xGZuYNweLSn31FUPL9HrVoGn9idI1l5al0w/go+mEAgG1CMK+g]jQsn
TkrieXPclbUWOpb6z10a/ab63gIPk5AgMBAAG]gagwgaUwHQYDVROOBBYEFFJhbOThIwONQHUAfQgxdvG8v
+QkMB8GA1UdIWQYMBaAFGPwewwLtydB6IdxUXbuPWLg/Z2UMBIGALIUJEWEB/wQIMAYBAL8CAQAWDgYDVROP
AQH/BAQDAGEGMD8GA1UdIAQ4AMDYWNAYLKwYBBAGDx1UBAAAWITAJBggrBgEFBQcCARYXaHROCHM6Ly9zaWd
u0C51dS90cnVzdC8wDQYJKoZ IThveNAQENBQADggIBAKWgbuzW2Qbyc3X+V5Ev03/NxLr8vOTDah5u6JIN2Co
vkBh208AVPJJ1kL2NwdXmgFrMcgcBcBROGVIKL6P4+C+JUBYdQfavig3W2a70UghW3vC25RR115mHDwY ZDb
1vc4bKxVYH3RoeEdGhJISxj53n0osat3WtOA2AKA /JGZGk0X+4 /wedmwA9avxuJAv3ycHYogrxpG2VglZPENG
kQ/XID9AULsm4I1X5aQzYNVZSUh4 INRHXf+5/MPNYt2UTTBfAbS14HsPI1uoSZrZx1D1s20UI3pkLu3p+27j
tgepDBFOrPOUIMEYtFzvL+SjixIS2hxvBwpzX0tU3YGi80nkrrkLmKkLDUZJFs+hN7rbXK+VhO+92Ate7ve
1Fvbd5C8RAQI38QzjE6SKNI3fWU/g95MmbRSbyPo7TgZjwYryFbK3YIgmWLmaM+GX0x76WoQcz9el13jCIxB
xumvVJWONWLTDOkMO+RFK1jdkybFVpooBZDJpMeC56UVGIekFosXS0008IsthCPGCB/EBNgSDzACnr1bply
J4R9QUX5/2THMWG7CVME /NTYhAGQFtUym5vJQ/xT42N1 IgGUF+6L2KYnaZLeZvH9KMQHIOn2 zBfLPuvJ1loF4
z50A9fyNGACEf00jHZHC48t1sXLBIJCx1SYI+iL8dd38x+tYpYdPtaWNmVgEp-——---- END CERTIFICATE--

Table 2: ,,SIGN8 PKI QSEAL ECC 15t GEN*“: Certificates for the trust service /CA/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:

30.09.2024
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2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (QES-Signing-CA-01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 GmbH QES SIGNATURE CA | HEX:

01 629d7a4480dcd113492e32517£46a000£658261e
DEC:
56299296354627793590291301012466760275352

TSL-registered 0412190

Base64:

MIIGSTCCBDGgAWIBAgIUYpl6RIDcORNJILIJIJREf0agAPZYJh4wDQYJKoZ IhveNAQENBOAWGYoxCzAJBgNVBAY
TAKRFMRAWDgYDVQQIDAdCYXZhcmlhMRMwEQYDVQQKDAPTSUdOOCBHLbWIIMROQWEgGYDVQRhDAtERTMOOTk3Nz
g4MjEeMBWGA1UECwwVUO1HTjggR21iSCBSTO9UIENBIDAXMR4wHAYDVQQODDBVTSUJOOCBHPWJIIIFJIPT1QgQ
0EgMDEwWHhcNMj IwNDI4MTYOMzIOWhcNMzcwNDIOMTYOMzIOW)CBhjELMAKGA1UEBhMCREUXEDAOBgNVBAgM
BOJhdmFyaWExEzARBgGNVBAOMCINJR044IEAtYkgxJzA1BgNVBASMHINJRO44IEAdtYkggUUVTIFNJROSBVEV
SRSBDQSAWMTENMCUGAIUEAWweUO1HTjggR211SCBRRVMgUO1HTkFUVVJFIENBIDAXMIICI JANBgkghkiGOw
0BAQEFAAOCAg8AMIICCgKCAGEAt5HUOPYJIqo7E+YHYX35/8eBulWpdpmyZbjAHgUOHrosVVGF1wHCx1ichc
TTtGs0ro30xE/k0+4LiLELPu2tpDTpC+Mpq/aEJmdyVcwkQ2v4GcAMKDGrYQC8YOSAYc/GYjsuBp9VQiHgk
9VwR4 7boctEcHNmMIVIxKfhoeDwLhM+M3P59W8MUpsTBVuSgvELMXwB70talUv9Uhafk2e470P4LUTkVES/Nr
yanWCI/NvHCaKf6RTec/x0seyCODghLKn+8sHEbxt+6qvP9bUSxpA52glL5UmZKoKgLQi1R4yhZhH3h+gru
JDNmJmRdAgLv1ZSeo/LBmgGauB2JiGdYytUOJE8ppFlx+PfnOZJYObfIAtuxOgIJWN530TcNkv20+YYwx8yrR
A+Gr6eEGzSMYVvNgNO1ImMJa9UTSg+8uCsIJXuMLME+STYCQOGVk6SJIbLKhjQO5mgewTDNbwt+gSSIDgrGVMy VB3
U20tZMEUfK0Kna8QcSBcoHIIjdvU4P40xbzm0dZ6BEa+ASrnF10I9tFtOWICommYvHxNnzbhK2CGnGGNb431
4nyX/LBoMzpdOeIlwUlohKC8sRDWy 7UtwprAWINFSe3yUMPX1INgK])PkLvvKihHFQF3rXMIeAAbd/uAYuyYyg
rMagvzlAi+6yxhG5EJDsWzdkOBjaUQ4TOWNG6XFxZSDa38CAWEAAaOBgDCBpTAABgNVHQ4EFgQUNEdgKE1lly
alcezAETR7z6x5/SHAwHwWYDVROJBBgwFoAUY/B7DAu3J0Hoh3FRAu49YuDInZQwEgYDVROTAQH/BAgwBgEB
/wIBADAOBgNVHQ8BAf8ERBAMCAQYWPWYDVROgBDgwNjAOBgsrBgEEAYPGVQEAADAIMCMGCCSGAQUFBwWIBFhd
odHRwczovL3NpZ244LmV1L3RydXNOLzANBgkghkiGOwOBAQOFAAOCAGEAQSMXVLIC+AegRIQi3InXOELSEr
e5ROAYfOPWLHRX1Q8FU+yaD3sthovRfQIKhh9kWRp+JQX3tdnrFcSwEmag+yg+saTDjmoIQ3erWIdAhNHpQ
/0r2jFbjuMwRiwb2aiyUx4gSm7mt3W05E43FzgakE2bsIFgHi+yy5WxYLxLggMopNeDMAME4 ZngoSEIVePmx
vCMU/44C+6US8FgHM4e57 tH+kI6uDVKA1PmVnPfyjVKGCXzjT5Z2shFG2hdoxWQS/jDd0CusdmLHEX4geILmg
J1NR7CDyaEOYTFFaYYfXX333+Wen5pXWKmzbf50LZmu5iXIMJIbgx8ntCMsP2dmr2TmZiMcg]jJt2kzUF7D]j 6
rspGY9dP90sgga281l5F0ZenS29I5TQ/5r0xzI705RcRINVaQz43NZxE4RB1jTWnCmk£30/s8aKd5qYsE7Jv
hB5G1VhsJIxpFukYPy0D6Fe4JtO54E+hZ0RjJHWpdv2gG2kM+9n0aiitCIJIDLvwSrEBrZWNJdNuajzi5Uzde
/h3p0cnKQ8pinYv+ul5TRLOLIITS/8h3KtqOm5gPzazkgEQrbQLHzFjruTXrW6IZgWvhZlvIImm77k7xwDEm
PvB5hujlbTXYN2EiNVI{£5nNzjmmtAD5Mz85sxVQg7kY IXMoMgqRbx+DGD1Ulgygt 8 fFRWUXGEtv/I=—~~~~
END CERTIFICATE-----

Table 3: ,,SIGN8 PKI QES RSA 15t GEN“: Certificates for the trust service /CA/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvc/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

30.09.2024
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certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (QES-Signing-CA-02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 GmbH QES SIGNATURE CA
02

HEX:
629d7a4480dcdl113492e32517£46a000£6582620

DEC:

TSL-registered
56299296354627793590291301012466760275352
0412192

Baseb64:

————— BEGIN CERTIFICATE-----

MIIGSTCCBDGOAWIBAGIUYpl6RIDCORNJILJIRf0agAPZYJiAWDQYJK0oZIhveNAQENBOAWGYoxCzAJBgNVBAY
TAKRFMRAwWDgYDVQQIDAACYXZhcmlhMRMwEQYDVQQKDAPTSUJAOOCBHLWIIMROWEGYDVQRhDAtERTMOOTk3NzZ
g4MjEeMBWGA1lUECwwVUO1HTjggR21iSCBSTO9UIENBIDAXMR4WwHAYDVQQODDBVTSUJOOCBHPWJIIIFJIPT1QgQ
0EgMDEWHhcNMJ IWNTE3MTEON] I3WhcNMzcwNTEzZMTEON] I3WjCBhjELMAKGALUEBhMCREUXEDAOBgNVBAgGM
BO0JhdmFyaWExEzARBgNVBAOMCINJRO044TIEdtYkgxJzA1BgNVBASMHINJRO44IEdtYkggUUVTIFNJROSBVEV
SRSBDQSAwWM)EnMCUGA1UEAwweUO1HT§ggR211iSCBRRVMgUO1HTKFUVVJIFIENBIDAYMI ICIjANBgkghkiGOw
0BAQEFAAOCAG8AMIICCgKCAQEArPPfTT42zJjm0seRAAOAVOMdn/LSuVekx87eUvQhvK9JycMyalc8xkpXEM
eWN4gPnBY3/9wbv8ePxUK4SDzRHryZub0BQIkfzWugHMcvIWK]SfF6bio5FalezfcCCKg3rfSgjZGIEQGLA
300IKorpixSmYgggC7geJxPmatmN60Ph97AbNcIOMANNOCTS6hkgyCaYkOzrjTMXVSSPuatROBOFMZTY 7gC
OWknFzj2Xs0Shg8pdbeUVob/LjdfEQ402P407RON7MEVyo9n60z1i9HL/0vXg7ByQnc07rPQZ5gc3/tcmgPo
E/K091tP1ShC6cAiMvD2bc3YbgK/hs0Y3KvFOIIBzjgPEYJTxEaK7eCIFyeOyg4GeczQkR2P881m2 6+AMeED
NAB9rCM3LVQyacR51nygZMfE6aOcFEO9InAigMOgS261iW6NsCmIDG89zQI 7xDpmnOI1Dgjelck+vkBBHMUHT
FtsfFRACEWUTTg96rc7ewPRS2QUzL7s+Qt3Ly0itiEU4NTMW7p+DCleiMCN] 6Brdy520xXwPL8SWexDaPg+
nw+YUUNOwObtykF8R1FrV0OSwridkg3bL48zrpPgvIcbIs2mGWCDKXur3hcaZY¥Ynwloxwt8Hpt jXIm1XEFNoFz
21HM1kyxJJ+BmznQ65kfLTHECMT51C0+06cKh911X0Bm8CAWEARaOBgDCBpTAdBgNVHQ4EFgQUgIyBgIMo6
orGgJdvLchap/8WVRjowHwYDVROjBBgwFoAUY/B7DAu3J0Hoh3FRdu49YubD9nZQwEgYDVROTAQH/BAgwBgEB

/wIBADAOBgNVHQ8BAf8EBAMCAQYWPWYDVROgBDgwNjAOBgsrBgEEAYPGVQEAADAIMCMGCCsGAQUFBWIBFhd
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odHRwczovL3NpZ244LmV1L3RydXNOLzANBgkghkiGO9wOBAQOFAAOCAGEALkws8CvXt0gqnExgt73c21r293G
R7NgldorGzVFFf9CKoglHPca3ex3sHpXTjqyWtcK1PAWEFSLbKRctbOpvIOhriGEfH+5f fwMmVKh4P85miWNJ
+i0OnsBLUU30RD14yRZ4BApPm+yr2gyk9RJarKTurTcCz8JIvSV0qS6gkknDslgdX2ivgwOvMmL7FeEwjavpt
aQlZEawOu7nlJWLEuJv3Vz5RFXTCCh6Z1cTTuY 7koTpDHi+1jwxx2UZ0ABQPnwU2etyMquCIsL82dYRAtHO
ugX1A7KBhLOFdAYual7dsQf6cyU8zFxSglgqn0Gl+mEe2/00iGIGlfYb4mEBWIPvz+6dVYSEL/SDWESbpCoC
gDrdTHGw4boQDdLf50Cx4pTsEL11WgWROF2rV]jS2HNmJj /PQaeUqpnGi07DMy59RBI7K9119712bCQujDO1U
m8TW+O1lf7rrgt PWpwBbWYUWFOA7QhdI4RSqOXjNzZcmy/+eB7nh8WBMQuU6E1gkOGk9MRAR/ JRAS+H3IcmzA
9CKaW+4kSRUt19zGWYd07JUrwTFBYZ/Ubw7Xw2nvnLOk7CrkTSAYLN12MU10b+b2wNkOoWytx350MftAdcd
LMJjObptm/LNOLGJI7Tbb6KjNnXazfm3Jg8/IQy20001yJrNLRpIuUSHTyQFfRUY4zhAM70ShXrI9THW=-~~~~
END CERTIFICATE-----

Table 4: ,,SIGN8 PKI QES ECC 15t GEN“: Certificates for the trust service /CA/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Seal-CA-01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN= SIGN8 GmbH QES SEAL CA 01 HEX:

629D7A4480DCD113492E32517F46A000F658261F
TSL-registered

30.09.2024
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DEC:
56299296354627793590291301012466760275352
0412191

Base64: see Table 1 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0CSP SEAL-SIGN8-01 HEX: 35CF5B83568751FA

DEC: 3877418423839838714

Table 5: ,,SIGN8 PKI QSEAL RSA 15t GEN“: Certificates for the trust service
ICertstatus/OCSP/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:

42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Seal-CA-02)

/C=DE /0O=SIGN8 GmbH/

30.09.2024
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certificate name (CN)

Serial number (SN, hex, dec)

CN= SIGN8 GmbH QES SEAL CA 02

TSL-registered

HEX:
629D7A4480DCD113492E32517F46A000F6582621

DEC:
56299296354627793590291301012466760275352
0412193

Base64: see Table 2 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

CN=0CSP SEAL-SIGN8-02

HEX: 55648cb5e0d8al99

DEC: 6153197703684202905

Table 6: ,,SIGN8 PKI QSEAL ECC 15t GEN*“: Certificates for the trust service

ICertstatus/OCSP/QC

Service type identifier

according to ETSI TS 119 612

v2.1.1, sec. 5.5.1:

URI:
http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service name:

SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01

HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:

42246788397512321127028279205021236244992287
6181

SHAL:

30.09.2024
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2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Signing-CA-01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

CN=SIGN8 GmbH QES SIGNATURE CA
01

TSL-registered

HEX:
629D7A4480DCD113492E32517F46A000F658261E

DEC:

56299296354627793590291301012466760275352
0412190

Baseb64: see Table 3 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

CN=0CSP SIGNATURE-SIGN8-01

HEX: 74DAFDBT7F36B5AA3

DEC: 8420321419827305123

Table 7: ,,SIGN8 PKI QES RSA 15t GEN“: Certificates for the trust service

ICertstatus/OCSP/QC

Service type identifier

according to ETSI TS 119 612

v2.1.1, sec. 5.5.1:

URI:

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service name:

SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01

HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

30.09.2024
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DEC:
42246788397512321127028279205021236244992287
6181
SHAL:
2d3fb00cc3£2e9361368938d60cbl4a682518ctc

Trust service certificate (QES-Signing-CA-02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 GmbH QES SIGNATURE CA | HEX:

02 629D7A4480DCD113492E32517F46A000F6582620

TSL-registered DEC:
56299296354627793590291301012466760275352
0412192

Baseb64: see Table 4 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGNATURE-SIGN8-02 HEX: 3890DF25D50A451E

DEC: 4076003016351302942

Table 8: ,,SIGN8 PKI QES ECC 15t GEN“: Certificates for the trust service
ICertstatus/OCSP/QC

PKI 2" Generation [CA 03 and CA 04 for QC]:

Service type identifier | URI:

according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

30.09.2024
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certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:

DEC:

6181

SHAL:

4a001d778aa039%bleb44456d0debbl621d0e315

42246788397512321127028279205021236244992287

2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 QES SEAL CA 03)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SEAL CA 03 HEX :

TSL-registered

629d7a4480dcd113492e32517£46a000£658262b

DEC:
56299296354627793590291301012466760275352
0412203

Base64:

————— BEGIN

MIIGPzCCBCegAWIBAgIUYpl6RIDCORNJILJIRf0agAPZYJiswDQYJKoZIhveNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAWDgGYDVQQIDAACYXZhcml hMRMwEQYDVQQKDApPT
SUAOOCBHbWJIIMROWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HTjgg
R21iSCBSTO9UIENBIDAXMR4wHAYDVQQODDBVTSUJOOCBHPWIIIFJPT1QgQOEgMDEW
HhcNMjQwNzAYyMTUIMTE4WhcNMz kwNjISMTULIMTE4WjBIMOswCQYDVQQGEWJERTET
MBEGA1UECQwKUO1HTjggR211iSDEXMBUGALUECWWOVHJ1c3QgU2VydmljZXMxITAE
BgNVBGEMGES5UUKRFLURFRDI2MDFWLkhSQJ I3MTU3MzEdAMBsGALIUEAwWwWUUOLHTjgg
UUVTIFNFQUwgQOEgMDMwggIiMAOGCSgGSIb3DQEBAQUAA4ICDWAWggIKAOICAQDN
zbVJI0obUxgjcYc6QD1Bs1Y3nbPvG4dX///g9KmZ/KWE98SpgBZ28r0Unbhsghgla
heAEMpJK6xVUzAgd5qz1PFjlvetQuwPERCTSXRGWIWMhIm1dgR8CQ716HOhoe+rnb
SLw7GiDk55hCTPXgPCmnK7GUXXDvubyXIJhjepHFuzl2x8s6cLTxLMCfsATcnHCe
S6V20A6UGEg+BEDWNhXyD2gG/ 61 yKgAAQt zANGPbkgAN6JrDEYhU5ShOXt11s202
GHQPpG2JqWBFIfDtkQNN2a2zv1L5Z3DFpQJNoxt 7WigcOmaBZgrir5K1MRo20FiB8
LewCYSskIcEjpig82sBA3qvJINxBCcObUYgSwwM8MCZOeOONHYpCxUOdfb6R1KSKzZ
RKgektaa8iIVAsic6HGJI2He/QJJFhsclGMiCyQB1Bdvn7ugqjLyjO5N4fU8d9gvtb
R//3R05984XtcIX63Ga+bLZ1EfHWiCE/yWYvEBxzmBKvglrvdGsqthbFm9eI+DCm
kZbwhKKF+ySAEys8vUonBStZSIzncJ4hsONxf65cirXklveQPoPGg823n9dG1l12BO

CERTIFICATE-----

30.09.2024
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t6SvsmSxK+oINdGwzyl84LOGC8+PIKAARFcuNoFbfZfrOHjegHEVOaY7Ii1CKgWP
43rrRSswmVyy6pjVt£ZedgOLGDGgIM78gDGd6abT8wIDAQABO4GoOMIGIMBOGALUA
DgQWBBT3MF3Vnuo39C4sCHH5sryHT11ge jAfBgNVHSMEGDAWGBR ) 8HsMC7¢cnQeiH
cVF27j114P2d1DASBgNVHRMBAf8ECDAGAQH/AGEAMA4AGA1UJDWEB/wQEAWIBhjA/
BgNVHSAEODA2MDQGCysGAQQOBg8ZVAQQAMCUWIWY IKwYBBQUHAGEWF2h0dHBZz018v
c21nbjguzZXUvdHI1lc3QvMAOGCSgGSIb3DQEBDQUAA4ICAQCYVYt76£PBogGLltmZW
Aoujl/m5Ztoyo0alAY7DEVOIohm/70XNIZmgEvVRKOGVGOGp3WF+alQRZLpmPags8
1s6Zp98ksgiQnéKa+GQaqlu3mU8vAcsJEnS5veAxvIOP6ewroGIfMBjXY4crnWwut
a+4U943/Bdd27abNGfG3wD7r704£6FWs9AQ1lpT7FKBV/eUSkhLtKR40d01icgwq9E
a0CpzB91tLfLAJaDs/pzXMcOfuPciTMYxHWW6yfHY6tA78zFcT4jChJub50gSXdm
dHUXMC7T1MAB52 zMWdHInyBdvfpKlkaO6E6hbDhhCaeR/Z26GTeTihbl0viPaMiWg
8GxCwVxCDQ5/gAZcNIpGoCWac7bbdpt5LsEbDU/JbZLDSpVIOUZIE2N60B8sk2rB
rxMwIBn6gORRICONIfPvmXfRz9ySeSUNwWON1QGBSxBmI4AKv+JIDwOX810t93aC0Ou
gB4eNfHLipoODAZTGw3udHB1nR1PtBTOoNHyd/yfMUNITudpUnG7 fAUDNJHupbxi
bPnka7q04x+5Kwzm5tJrPfHsjDQj4R4jngPy3iayfjocYpQD/KUwWQAOJAG3AX3Q]
d4Qy1lzulKAt56AQ5EVSFS5/WTwU3UCFpNXxGMfkiD1Jv3ggoIVpdoxgXIxnjMPgf
WnstVks98Ng/AbeHdphRhYLCrA==—-—-— END CERTIFICATE-----

Table 9: ,,SIGN8 PKI QSEAL RSA 2" GEN CA 03“: Certificates for the trust service
ICA/IQC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3f2e9361368938d60cbl4a682518cfc
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Trust service certificates (SIGN8 QES SEAL CA 04)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SEAL CA 04 HEX :

TSL-registered

DEC:

0412205

629d7a4480dcd113492e32517£46a000£658262d

56299296354627793590291301012466760275352

Base64:

MIIGPzCCBCegAWIBAgIUYpl6RIDcORNJILIJIJRf0agAPZYJ1i0wDQYJKoZ IhvceNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAwDgYDVQQIDAACYXZhcml hMRMwEQYDVQQOKDAPT
SUdAOOCBHbWJIIMROWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HT jgg
R21iSCBSTO9UIENBIDAXMR4wHAYDVQQODDBVTSUJOOCBHPWIIIFJPT1QgQOEgMDEW
HhcNM QwNzAyMTU1MzQ4WheNMzkwNj I5SMTULMzQ4 W BIMOswCQYDVQQGEWIERTET
MBEGA1UECgwKUO1HTjggR211iSDEXMBUGA1UECWWOVHJI1c3QgU2Vydmlj ZXMx ITAE
BgNVBGEMGES5UUKRFLURFRDIZ2MDFWLkhSQJ I3MTU3MzEdAMBsGALIUEAwWwWUUOLHTjgg
UUVTIFNFQUwgQOEgMDQwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWGgIKAGICAQCD
b2aeDwZSCjTKNBINUBhRIsDwO+OcLIhmgflYa9/tHogBeu6d8oCYapISAeRNyxIT
EzZZwBr6BJL14Yu2ct49fmUcEnRx5h2gHYE2V8TwOx49E0CeYAGVELPlogZdFmE7
7P3cl40BByV5qJLXLvijOWODiKE£2tJ25YJTspjiNJvLm796z7+Peza3hGKFrYxe
9RUTsd328hNDo6mBnGjENT5GuKcyl8fpUixmsLcCgwEJL1S868kInygctupGHREGS
cgvgejiGQfa9MxYROxZ15mXERTIgiwQA6TYhKk2M894vimS83GsdkHN6c1DixxMJ
NL3kX93Edu7EmhgSgvt5MDRJoa7gXBBRomf3aq4ulVEk8KJIdQLOwf1l/1ShrgEyMl
v6deNGpAlGwCpb7zpriWVhveCEu/Mlve 7R+vo0IdvHd4ng0JIMcn+pVKZd/JLS1ifFj
KC3ygymzHhObEYV+iRHVWANrWBQ1dK449YEGOEYVIMAJZMfHZW5s0J7U3LkuPI/I
VPgzKg7sB/RM1GaQFFgKRz4n0TnI/1EPtgaligSsbMjrwpbTr00G6jzxkgs331w0
KkiOwbHLQtz13LCUauOJQCJeYB8L54cW69BIudxTeWOZLYhj/d8QdoUdycewi5J91
C5eh¥Yd17948mH+34gxHI9SJd+J1L5tmskFgIchLFIwIDAQABOo4GOoMIGIMBOGALUd
DgQWBBTP1mZztPLxNh1MkZ2X9kfP+YuZjzAfBgNVHSMEGDAWGBR) 8HsMC7cnQeiH
cVF27j11i4P2d1DASBgNVHRMBAf8ECDAGAQH/AGEAMAAGAL1UJDWEB/wQEAWIBhjA/
BgNVHSAEODA2MDQGCYsGAQQBg8ZVAQQAMCUWIWY IKwYBBQUHAGEWF2h0dHBZz018v
c21nbjgquzXUvdHI1c3QvMAOGCSAGSTb3DQEBDQUAA4ICAQAG2159D1i7VOCkIe3HG
uBwWHjrWYYOLG]js61WTr/uAUy2r3H8kaEA76jxpZ3gS0FgzBDdehdGK2VI57+mALT
mQv6splERKWvEboJZBQfUG6EL+eiJV84/tqWeGItrZg7Nusm+/x7RivpwVi+4nsl
a7G2vL1+0Pb9w3WUZdfxIf5J+N4NWEW66zCLEM2xcKo+1V+cUNrJgalvKh/zZYWB
45mTeyMEP185I0Bp0OzNTi2vgLXkbrzDv57SLX715g0ss4nTO2f0lKUFitzv1lcThT
/2sUTMWQ+G0zk/mGLVNbzHUFs/1bd6dYNIg5+Q70IeS9wrltjYxVY1Jh8LHFq7C1
eHePGQEG/mM1q/gq6iWTyL+UOopJu8IAZ+rLKJI1KsUVI6ZktZH6udujIoQ2398t12
JHknQQ39zwIrOZY4YgqWAP4RDhOMOx24B6cJSe014kTRAQSCcXMXVUhk+0LSQEEQ+Y

————— BEGIN CERTIFICATE-----
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r3EtPHtb/PyAGtpnJl/mKY7JpviYhGNyM1fLIrNO/c4mYOPHRLOKEDNIZOdWISL6
nQOwhy9nFFMgMoUx7zCuH2FmnF51al53b2BoWaTa/XI6AbggEckP258EdeXI6Loe
45qd7ACbjXtOEohpGpTTiRKsLXyCDbELCQXcpalQv3HsAeTR8Tib5kN3wQd94jah
dgpX0YDgl4§60YODzou9dxC8dQ==----~ END CERTIFICATE-----

Table 10: ,,SIGN8 PKI QSEAL ECC 2"! GEN CA 04“: Certificates for the trust service
ICAIQC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 QES SIGNATURE CA 03)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SIGNATURE CA 03 HEX :

. 629d7a4480dcd113492e32517£46a000£658262a
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412202

Base64:
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————— BEGIN CERTIFICATE-—-—-—--—
MIIGRTCCBC2gAwIBAgIUYpl6RIDcORNJL)JJRf0agAPZYJiowDQYJKoZIhvceNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAwWDgYDVQQIDAACYXZhcmlhMRMwEQYDVQQOKDAPT
SUdAOOCBHbWJIIMROWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HT jgg
R21iSCBSTO9UIENBIDAXMR4WHAYDVQQODDBVTSUJOOCBHPWIIIFJIPT1QgQO0EgMDEwW
HhcNMjQwNzAYyMTUOOTUIWhcecNMzkwNjISMTUOOTUL1W]CBgjELMAKGALIUEBhMCREUX
EzARBgNVBAOMCINJR044IEdtYkgxFzAVBgNVBASMDIRydXNOIFNlcnZpY2VzMSEw
HwYDVQRhDBhOVFJERS1ERUQYNJAxVi5IUkIyNzE1NzMxI§AgBgNVBAMMGVNJIR04 4
IFFFUYBTSUAOQVRVUkUgQOEgGMDMwggT iMAOGCSqGSIb3DQERAQUAA4AICDWAWGGIK
AOICAQDcsjYIOE+Ls)GBT/p0J5£fZ2azYcEJCfcCtX1nD5hBJ00uzAtt99UO+kdAAY
18zHm/ZF0+ubaY9yvWOFm0JIxn5hSLOJWrnrjX301i/oky4ilzXiWvKlewsbhef+aB
1/cR7pCzPc5sIFCIW)TrelLyQgN4m36Ysky53CkgwGQUFoS044SyPZU4HeAVINbX
A26BgELFkUdkIFs9GQK8eNdYtI9uUO1WWwGb+g2A0B0fEC02IgYrEf993k4BWgrU
5Y+1PPsy6E84Rb804GLIDiPzzqHr 7F74KqY 6t 2VNAHAKW1 20wkUrgeAl2jvTR2Dp
fwRZuIFU/4Nf2g5YNxMpd88rYDBw /W) 7EEtkfDgLbJ8r2ZIN9INL1IDB1Y3PFikBC
3DJZZQEbfrzSQONOpdJIx73NnbmECB) YOQbAZFELqUOAMr PCwsBv1jbN7bwvBeX3hX
dsUUtvym/d5GS60bTIzrI+urXQ7YcVASB8fDV1YbDz1Rhcx4GsvhyeZVktaYnIIm
TFjcxYo8hnXh4R2jbbiErDhdtAOnQmarkFS2e+VGE0j8pfBUd/kFbiDruxkM7UXk
Mb78EkHTMxRtyPSg2iMSaJpELdvI9ImPJIpuDvBYHVLKAXYYOQTiMnoOhRZNJuOXBF
1SPjo40f5P7YfHL2f0tX61k9YL6NT6G1vIKAdhGWPEWd4nxOuwIDAQABOo4GOMIGL
MBOGA1UdDgQWBBS1What 5xGmJINyzWt £ £ 6muX/Br40jAfBgNVHSMEGDAWGBR 8HsM
C7cnQeiHcVF27j114P2d1DASBgNVHRMBAL8ECDAGAQH/AGEAMA4AGAIUdDWEB/wQE
AwIBhjA/BgNVHSAEODA2MDQGCysSGAQQBg8ZVAQQAMCUWIWY IKwYBBQUHAGEWEF2hO
dHBz01i8vc21nbjguZXUvdHI1lc3QvMAOGCSgGSIb3DQEBDQUAA4 ICAQBEFVr6VOPAQ
XccefgwQrdhNv4i7dwbvZzgBlG/ fdmswuFKIIFHrbY+Xqj+a6UKpzUBx8saWZFO1
1DXn0hZoFeUjSYQVY3AND1knKCyud3R51g627 9+W1lyrwdTEMIZhobFoXDT9/ /xGW
vMkQu+U01JY5+YOmB8mdEOvnfyl7emnjTRYJG+7414KaGGUGLQOjRVWIL4AD3DVPp
ex047D2AV5CoBBggzra93bAgud/f0gRRuj/YviDQ9/Djo3eoDdnS4AB91+dE3RQY
wLHp6pLLUVftgZdeDvAFZwyI5fx/cbBDw/uf28Fc7LKIENbfgsjFThxmEmTOkf7t
Ht6A47FNm3GwGr4GUrg9pO9UtH7JImGrb/tA/hPgvK5JGhovhyVm21WLIsz2IH311
D1SrSzL5PwIXfQONN52w71c3sQXVAX1YgamA/Qf ShbBA1xVTm6g4skDWFiY5GoITg
0jYxfPBFUIOPVx77040yPWDm1gPP0OC/1XaQaVxa+9BtnlxgDrNEJ30Ig8hDH4sY3
f+imgJlQ26H1kFo3VEm1PNdY01DgH3NbyMjBgOsj5uv319bznSOFNdtScA9C+a 6P
XYKAXCC14Z1gX+i/ZmAlw/FgCdO0hedQlW9DmmzxaCXYPIH2igsxRxs23mKRMZ0+M
oxVIUQVLW43sOFcPH6YZdtPO3nkdkUIADQ==~~~~~ END CERTIFICATE-----

Table 11: ,,SIGN8 PKI QES RSA 2" GEN CA 03“: Certificates for the trust service
ICA/IQC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service
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Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:

DEC:

6181

SHAL:

4a001d778aa039%bleb44456d0debbl621d0e315

42246788397512321127028279205021236244992287

2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 QES SIGNATURE CA 04)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SIGNATURE CA 04 HEX :

TSL-registered

DEC:

0412204

629d7a4480dcd113492e32517£46a000£658262c

56299296354627793590291301012466760275352

Base64:

MIIGRTCCBC2gAWIBAgIUYpl6RIDCORNJILJIRE0agAPZYJiwwDQYJKoZIhveNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAwDgYDVQQIDAJCYXZhcmlhMRMwEQYDVQQOKDAPT
SUdAOOCBHbWJIIMROWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HT jgg
R21iSCBSTO9UIENBIDAXMR4wHAYDVQQODDBVTSUJOOCBHPWIIIFJPT1QgQOEgMDEW
HhcNMJ QwNzAyMTU1Mj I 1WhcNMzkwN§ I5MTUIM] I1WjCBgjELMAKGAIUEBhMCREUX
EzARBgNVBAOMCINJR044IEdtYkgxFzAVBgNVBASMDIRydXNOIFNl1cnZpY2VzMSEw
HwYDVQRhDBhOVFJERS1ERUQYyNJAxVi5TUkIyNzE1NzMxIjAgBgNVBAMMGVNJRO044
IFFFUYBTSUdOQVRVUkKUgQOEGMDQwggTiMAOGCSgGS Ib3DQERBAQUAA4ICDWAWGGIK
AOICAQDCkullxHm8gh52gM/uKD5xXGRSjY17C7AsFSFAYQFO4TrfHtetBpne/9Kij
I2Pf2x23zNxvGEgP8ScffYr122IVQROhxC7yM1131TK1QhjKr/SWafYWwQQvSVvb
Te7+jVhppsYgPaz+YwZP1lzcjNGbSStZTHOXnOlefDgquBuk4CkJOrK7CUMuZszSE
tVDdjDzixLI03Khd8kDtoYUWIsAQcsKntaxXeN1TBOUL18BYbge69109/eDgveDT1
bo93vE/zx2DrkC1XCYCeLLVKOEXfEm70tYLIwrN9RREseZ1B+10MJI8tZAfRvJOJID

CERTIFICATE-----
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G2zdERUynMLMg52JL7iMm1ZV48zCi3bFXkNGTFRRRZGkKWGNUt+5Ly2+KgQLojmN
wGYC20UOR/8WPZH8gfJqoKCK4e8Fet0clAVnlc9+fUBIA3SGI1SpGobg8EEALJIFX
dTX1wf8eG3pNFUVTPxejFplxd50Z2JjvVzXno7Hy52myl1Wg3BMCOWb5n+FRBbJIbbiM
8805aVbkGLAIDDgIrIo4jDuPYcIxLVjdOwFpE1C9Muba9Plla+5elzi7Ioa+PAk6
fsR2eiK719eVyf84rD/jAcgs50KBy/mlPI2GYj0wXIb46bsSRTRo60vKghij23YvS
NggLJSFnGaIWIpTzbCCzTpGNCcA49U901/BI9Y1ISNpMtL1DIzuwIDAQABO4GOMIGL
MBOGA1UdDgQWBBSEXkPy7eH1QMAD] SPpegEUy]+k/jAfBgNVHSMEGDAWGBR) 8HsM
C7cnQeiHcVF27§114P2d1DASBgNVHRMBAL8ECDAGAQH/AGEAMA4GA1UdDWEB/wQE
AwIBhjA/BgNVHSAEODA2MDQGCYSGAQOBG8ZVAQQAMCUWIwY IKwYBBQUHAGEWF2hO
dHBz018vc21lnbjguzZXUvdHJI1c3QvMAOGCSgGSIb3DQEBDQUAA4TICAQATS5Sme7sUy9
X7NdMaUpfNHRME3jW1d1li7w51MTx+pJigJQIvgF7RVERxuhUMwaX/9Aq0JyaNe /w
95HpUq0GZQYzVglnbgAild0JO5/WKolYsTKKSe3BIaY+iZ7YMLEfseYdRYAC)zafT—~--~-~ END CERTIFICATE-----

Table 12: ,,SIGN8 PKI QES ECC 2" GEN CA 04“: Certificates for the trust service
ICA/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvc/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181
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SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Seal-CA-03)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SEAL CA 03 HEX:

629d7a4480dcd113492e32517£46a000£658262b
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412203

Baseb64: see Table 9 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 QES SEAL CA 03 HEX: 1961667763599211954

DEC: 7490992482890087995732

Table 13: ,,SIGN8 PKI QSEAL RSA 2" GEN CA03*“: Certificates for the trust service
ICertstatus/OCSP/QC

Service type identifier | URI:

according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvec/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
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4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Seal-CA-04)

/C=DE /O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SEAL CA 04 HEX:

629d7a4480dcd113492e32517£46a000£658262d
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412205

Base64: see Table 10 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 QES SEAL CA 04 HEX: 8319735000539505345

DEC: 38693717937464858923845

Table 14: ,SIGN8 PKI QSEAL ECC 2"! GEN CA 04“: Certificates for the trust service
ICertstatus/OCSP/QC

Service type identifier | URI:

according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/
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certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Signing-CA-03)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SIGNATURE CA 03 HEX:

629d7a4480dcd113492e32517£46a000£658262a
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412202

Base64: see Table 11 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 QES SIGNATURE CA | HEX: 7659344924282547787

03
DEC: 34930298298968525010823

Table 15: ,,SIGN8 PKI QES RSA 2"Y GEN CA03“: Certificates for the trust service
ICertstatus/OCSP/QC

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:
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Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3f2e9361368938d60cbl4a682518cfc

Trust service certificate (QES-Signing-CA-04)

/C=DE /O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 QES SIGNATURE CA 04 HEX:

629d7a4480dcd113492e32517£46a000£658262¢
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412204

Base64: see Table 12 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 QES SIGNATURE CA | HEX: 5097138752997226646
04
DEC: 23786011510558083409478

Table 16: ,,SIGN8 PKI QES ECC 2" GEN CA 04“: Certificates for the trust service
ICertstatus/OCSP/QC
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PKI 2" Generation [CA 01 and CA 02 for QTST]:

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvc/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 TIMESTAMP CA 01)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 01 HEX :

. 629d7a4480dcd113492e32517£46a000£6582628
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412200

Base64

————— BEGIN CERTIFICATE-----

MIIGWDCCBECgAWIBAgIUYpl6RIDcORNJILIJREf0agAPZYJigwDQYJKoZ IhvceNAQEN
BQAwgYoxCzAJBgNVBAYTAKkRFMRAwWDgYDVQQIDAJCYXZhcmlhMRMwEQYDVQQKDAPT
SUJOOCBHbWJIIMROWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBWGALUECwWwVUO1HTjgg
R211SCBSTO9UIENBIDAXMR4wWHAYDVQQDDBVTSUAOOCBHOWJIIIFJPT1QgQOEgMDEW

HhceNMjQwNzAYMTUONTQ1WhcNMz kwN§ I 5MTUONTQ1WS B+MQswCQYDVQQGEWJIERTET
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MBEGA1UECQwKUO1HTjggR211iSDEXMBUGALUECWWOVHJ1c3QgU2VydmljZXMxITAE
BgNVBGEMGES5UUKRFLURFRDI2MDEFWLkhSQjI3MTU3MzEeMBwGA1UEAwwVUO1HT jgg
VE1INRVNUQU1QIENBIDAXMIICIjANBgkghkiGOwOBAQEFAAOCAG8AMIICCgKCAGEA
tdBA/GLnPRmcKcnwCt8gKai5iiTNZ8gjQuXgmPAauDyYAwngLppwBObPO700kPz ]
yhdHCIXdBszddK95YtvxedXYrVIdBjVM/OzteJz9WbLry7kvZ18QPpJ5AZY1AnOa
fdglkvt1lDoC75s6T+wKXv]jjgCgNTULUFDJAS+rHb6rkCt9E681luluzBkmuObVKIM
nsebqRulEvzZfz0i1YAg4GracO2fpaoxeRTK/QZzYcNiHPBTm3ireJi61PDPLgx4
nio3CAWgIMmzHsJhOxjt£SuOhW2Hx89PYy9r3PcZQpxlxp3geqb68j0kVezGi7YV
n3T/rbUdZcWIwPLpWrMVycALIF/XuVk2HUKDEjQ58+z7FmUyj+2uMileRY00xG6V
gR91sKeNIOVVtStigGWlhLnnx30xZi3GQrjNEgTRLajBjGRxKYm7tht7zL0ON/80+
tTQgvnecIJwDauAZcBxyHfON4P6DWU2Mm3UZ79dh5ckkCVa+pd /7duCMvv4EgI1ZN
r5gqClueS4NQgUUN8LcmV3Ay2nuyNgOHzjYfoUS5DU6ZvP4Xkftmbo4tN15DGleLab
wXoDgblVIf8uGYwVOcHpvIjX4TDES2dIdnk8sg2BdIF2iab780FU39fTtaeFxxBe
ULhbJfzKjI2BTB7hPMPyikEYkcGggxEEZ9soFRzvSwcCAWEAAaOBwDCBVTAdBgNV
HQ4EFgQUgozjt4znpTJIZRLtKjMrQ14Uz0/0wHwYDVROjBBgwFoAUY/B7DAu3J0Ho
h3FRdu49YuD9nZQwEgYDVROTAQH/BAgwBgEBR/wIBADAOBgNVHQ8BAf8EBAMCAYYwW
FgYDVRO1AQH/BAwwCgY IKwYBBQUHAWGWPwYDVROgBDgwNJAOBgs rBgEEAYPGVQEE
ADA1MCMGCCsGAQUFBwIBFhdodHRwczovL3NpZ244LmV1L3RydXNOLzANBgkghkiG
9wOBAQOFAAOCAGEATU85cabtakVxNpdYBO4CWgsil8gEme5A4B59JLAY1ybWTTKA
zm/FwAzyEgk94PA51bDiXD4r6U3V/Sa5324QThO0PSWF2WR81ifTe/BLFawPbB7K1g
F/YCW3X72wdS+Cbn4ABOhGhFyGnf/WCcFtnWeD/nV8LVW1A6gMwI3Tmt rG6HCcLUX
JOLFsDZHYvrgEeQ/25aKNPn6oHI1lr7Z2wiuyoq2uYiV7X92fIVjsOmB71ig5tb6CsN
+hMgpeMf1hAuiC9Q8QUUSAYZ0DBpxfHGaynnlpIlzXK8jbVgYvAt7Fpko319/znsF
J8XHx+GF2as7Jt++KUD1TiGYDv6WOMMFFg6njUZS+8fWU/eewx1t3hM1fCOxtgGB
Kt+wxJR5alUWKb0aOMCka8taEK7mbYwOjT7imkhOMvXq7gG/dbEo0/Z1VXhz8ur0
OHBDWt 6/3LVRnMbZmNogqV1ryQe6g07jPelAwScVIY+D2TQCP6LcBSNhOH/5fR2b4
+WOs1leKYNexm8Z4Sx2E6Q0chPQsdK7eunvQzU8kYzFeCOjvxbcBUuaTVnu7hSAtJT
qUbER8PACCIWS4sJUZoSVtI010G45s0LwowKklxsD1In9gTAhFveYxA6xlkplPJer
1J7dOSMfRNkyKBgPmAHU1tH1ISDPROUGS8TLCWP2eTSzX+k4keO2FXpcUwCQ=----~ END CERTIFICATE---

Table 17: ,,SIGN8 PKI TIMESTAMP 2" GEN CA 01“: Certificates for the trust service
ITSAIQTST

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSvec/Svctype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)
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SHA1l Fingerprint

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificates (SIGN8 TIMESTAMP CA 02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 02 HEX :

] 629d7a4480dcd113492e32517£46a000£6582629
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412201

Base64:

————— BEGIN CERTIFICATE-----

MIIGWDCCBECgAWIBAGIUYpl6RIDcORNJL)JJRf0agAPZYJikwDQYJK0OZIhvceNAQEN
BOAwgYoxCzAJBgNVBAYTAKRFMRAwWDgYDVQQIDAACYXZhcmlhMRMwEQYDVQQOKDAPT
SUdAOOCBHbWJIIMROQWEgYDVQRhDAtERTMOOTk3Nzg4MjEeMBwGA1UECwWwVUO1HTjgg
R21iSCBSTO9UIENBIDAXMR4WHAYDVQQODDBVTSUJOOCBHPWIIIFJIPT1QgQOEgMDEwW
HhcNMjQwNzAYyMTUOODIxWhcecNMzkwNjISMTUOODIXW]B+MOswCQYDVQQOGEWIJERTET
MBEGA1UECgwKUO1HTjggR211iSDEXMBUGAlUECWWOVHJI1c3QgU2VydmljZXMx ITAE
BgNVBGEMGES5UUKRFLURFRDI2MDEFWLkhSQjI3MTU3MzEeMBwGA1UEAwwVUO1HT jgg
VE1NRVNUQU1QIENBIDAYMIICIJANBgkghkiGOwOBAQEFAAOCAG8AMIICCGKCAGEA
g+Vu3pVdikGPPsT0qO7YZruajt84XSxrB3C/L3zPeBcLZT+100v])9HADOaVP1ACG
RQH9ur4/QzYNtFkvx18xAPUYMOr4ByHbT+czBzySCyvrKkQOfhJ/X+9+reB7Vg+o
uMAONQQcUsc8zELOPIxGvg37IN601LoyfYu+KRZFBTJ8uTGB4Lu/42Np9CHE /K4b
t+HnGY8hgcsRvCBWNnHZdecIGLgGDLPJTOqu3sJbJ2H3r1U8shYQiwSvdfz/CcVin5
BO9jOkKKpv4XWy+s71tgXIJgAhK5tUnInUs £XmwDOO0aEcD3dDORbFBkDyvwtx6s6
1WffwDvDm9i0tCpIgeiFz9ev5R/gROgScMgfgkRCArbiNBOmbWpVAJIsxh9£f/1LOK
WVVEVFsStKJaC6z703By30U/wjQAtZJZo+0JZa8VapEPKwSk4D6ANUYEME k6CTVR
YO0gXtifB2m+VbVdpMFhaXVGNwQCXAEdCdxaMhn+Q/IM7XpW/65iN15c8fcOchcf5
LBcOFJReVXBh9jLEJA3aW2kLpyoovHIYmlpkl1dB2c41700/VGVvKy7D6SWQZwp40
X2nVOp0LrQtK5Jk4JoyRL2+00TYLVRPHUuVgs2Draj+eFws4z5UwbbTb51a3Gs77

dm8wiK8gvnzmdPdimEDxK4k3tYubdNZWCrVFggqOus 90CAWEAAaOBwDCBVTAJBgNV
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HQ4EFgQUMwbFLIbogCeXSDwqiRv01l+5kaWYwHwYDVROjBBgwFoAUY/B7DAu3J0HO
h3FRdu49YuD9nZQwEgYDVROTAQH/BAgwBgEBR/wIBADAOBgNVHQ8BAf8EBAMCAYYwW
FgYDVRO1AQH/BAwwCgYIKwYBBQUHAwWgwPwWYDVROgGBDgwNIAOBgsrBgEEAYPGVQEE
ADA1IMCMGCCsGAQUFBWIBFhdodHRwczovL3NpZ244LmV1L3RydXNOLzANBgkghkiG
9w0BAQOFAAOCAGEAX801R7MX0TCgDy/YEZPivLNOuDdK4dP+QHGB/ 0cKqGFMD14J
y38Gi59+FuJdiZkKGGrGUOfMZMFzKYIssu898U2/BUupFA2PV6YY8A9J83IMrcDkI
u7R3zUumwmGLuMrPn/xDw3UQlyiNzkl12IS0eipvwf6AA2k9Z3acvUpl6lgtzMQwz
0zjkgH342ptcsbHgAbntBoLQ64IwSv3Q1lggg9DknFZ5I9nSFNxCPrlaKrjARSRPa
FFBKazF1Vtwcbvy7sJDUr57GH3TGy53StH6DgkRal/Hsd/fiblcXAU3g4xblik9b
gnKh5ph2b64S£k03Y+/GORTidjxS2egalO3Hm6gZr+PyABhH7ih5S0VXccIJWtnyH
XWycNmTwtGPEXEky0g5Xk1ZQE3T41iILbd0A2LpL99%kooke3H1rCg6psXdoNoN6HY
oWwyIKR8H3uZZgHjBamje7qzPXXMFTEQSKBCY tuNUzQRvG+83VFCyeKiJIN8VelgG
gjT92ZKIvkadRPYGIgJejPctLCexMktZzvD23EN2NfyLK7haIu0vy+Ajg6mbKCF7G
JNhmJwGEbeQzJ5qZreYrD7s311LR3dc/WHIDNjBvgojzulkib4ZKzbt fOWWPtQ9G
vTky5230£fLrQVDOly9SKpCzXmCGIJWaQktCNMIhg9cdzTfof14BTatkCxSM=-~—~~ END CERTIFICATE---

Table 18: ,,SIGN8 PKI TIMESTAMP 2" GEN CA 02“: Certificates for the trust service
ITSAIQTST

Service type identifier | URI:
according to ETSI TS 119 612 | http://uri.etsi.org/TrstSve/Svectype/CA/QC
v2.1.1, sec. 5.5.1:

Service name: SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01 HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:
42246788397512321127028279205021236244992287
6181

SHAL:
2d3fb00cc3£2e9361368938d60cbl4a682518cfc

Trust service certificate (SIGN8 TIMESTAMP CA 01)
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/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 01

TSL-registered

HEX:
629d7a4480dcd113492e32517£46a000£6582628

DEC:

56299296354627793590291301012466760275352
0412200

Baseb64: see Table 13 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

CN=0OCSP SIGN8 TIMESTAMP CA 01

HEX: 8214056219084599558

DEC: 38392310347160580887896

Table 19: ,,SIGN8 PKI TIMESTAMP RSA 2" GEN CA01“: Certificates for the trust

service /Certstatus/OCSP/QC

Service type identifier

according to ETSI TS 119 o612

v2.1.1, sec. 5.5.1:

URI:
http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Service name:

SIGN8 certification service

Root certificate (root CA)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN)

Serial number (SN, hex, dec)

SHA1l Fingerprint (hex)

CN=SIGN8 GmbH ROOT CA 01

HEX:
4a001d778aa039%bleb44456d0debbl621d0e315

DEC:

42246788397512321127028279205021236244992287
6181

30.09.2024
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SHAL:
2d3fb00cc3£f2e9361368938d60cbl4a682518cfc

Trust service certificate (SIGN8 TIMESTAMP CA 02)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=SIGN8 TIMESTAMP CA 02 HEX:

629d7a4480dcd113492e32517£46a000£6582629
TSL-registered

DEC:
56299296354627793590291301012466760275352
0412201

Baseb64: see Table 14 above.

Trust service certificate (OSCP-Service-Certificate)

/C=DE /0O=SIGN8 GmbH/

certificate name (CN) Serial number (SN, hex, dec)

CN=0OCSP SIGN8 TIMESTAMP CA 02 HEX: 6631421261442856778

DEC: 30161877042938564142968

Table 20: ,,SIGN8 PKI TIMESTAMP ECC 2" GEN CA 02“: Certificates for the trust
service /Certstatus/OCSP/QC

The TSP does not provide certificate revocation lists (CRLs). Therefore, there are no
corresponding trust service certificates for the trust service /Certstatus/CRL/QC.

In implementing the qualified trust services, SIGN8 GmbH draws on the services of
the following externally visible delegated third parties, whereby the TSP is liable for
third parties which it has commissioned with tasks according to Regulation (EU)
No. 910/2014 and according to the VDG?3, as for its own actions, see §6 VDG:

- ldentification of natural persons, whereby the latter can be either direct TSP’s
subscribers or the delegates of a legal person subscriber, see chap. 5 for details.

3 Gesetz zur Durchflihrung der Verordnung (EU) Nr. 910/2014 des Europaischen Parlaments und des Rates
vom 23. Juli 2014 Uber elektronische Identifizierung und Vertrauensdienste fir elektronische Transaktionen
im Binnenmarkt und zur Aufhebung der Richtlinie 1999/93/EG (BGBI. | S. 2745, Stand: 18.07.2017)
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A detailed information about the identification procedures and other customer
related questions can be directly requested from the TSP.

3. Certification Programme/Scheme

The current conformity assessment procedure has been performed in accordance
with the Certification Program 031 ‘eIDAS TSP’ (accredited area) of the Certification
Body of Deutsche Telekom Security GmbH (certification program 031)’.

The Certification Body of Telekom Security is a conformity assessment body as
provided by Article 3 paragraph 18 of eIDAS. The Certification Body of T-Systems is
accredited by the German Accreditation Authority (DAKKS; http://www.dakks.de/en,
member of EA) for performing conformity assessment (audit) according to elDAS
requirements and according to ETSI EN 319 4xx/5xx; accreditation ID: D-ZE-21631-
01-00 (former D-ZE-12025-01-00).

4. Assessment of the TSP’s Qualified Operation

The current basic documents of the trust service provider “SIGN8 GmbH” - version
1.4 as of 10.09.2024 of the Service Provision Practice Statement (not publicly
available) and version 1.4 as of 10.09.2024 of the Certificate Practice Statement
(publicly available) - are suitable for the operations of a qualified trust service
provider as defined by eIDAS Regulation.

The current basic documents of the trust service provider “SIGN8 GmbH” are
implemented accordingly in practice.

The trust service provider ,SIGN8 GmbH® operates the following trust services in
compliance with the relevant requirements of the current version of elDAS
Regulation:

Description of the | ‘qualified trust service type’

trust service according to ETSI TS 119 612 V2.1.1, sec. 5.5.1
creating qualified | URI: http://uri.etsi.org/TrstSvc/Svctype/CA/QC
certificates for

electronic signatures | URL:
http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

creating qualified | URI: http://uri.etsi.org/TrstSvc/Svctype/CA/QC
certificates for
electronic seals URI:

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
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Description of the | ‘qualified trust service type’
trust service according to ETSI TS 119 612 V2.1.1, sec. 5.5.1

creating qualified | URI: http://uri.etsi.org/TrstSvc/Svetype/TSA/QTST
electronic timestamp

Description of the | ‘qualified trust service type’
trust service according to ETSI TS 119 612 V2.2.1, sec. 5.5.1

ETSI TS 119 612 V2.21 is NOT covered by the
IMPLEMENTING DECISION (EU) 2015/1505 (Trusted
Lists)

qualified remote | URI:
gSCD management http://uri.etsi.org/TrstSvc/Svctype/RemoteQSCDManageme

nt/Q
supports  generation

and management of
signature/seal

creation data within
gSCD(s) on behalf
and under control of
remote signers or
seal creators

Table 21: Trust services provided in compliance with eIDAS Regulation

These determinations also apply to the fulfilment of applicable requirements of the
VDG and VDV“.

5. Integrated Modules

For implementing the trust services in scope, the TSP uses the following already
elDAS-confirmed qualified services provided by module operators as delegated third
parties, whereby single certified and not certified operational options of the modules
are exactly stated in each related Conformity Certificates for the modules.

A single module can be used by the TSP as exclusive or non-exclusive service
provided by the respective delegated third party (called ‘module provider’).

In case of the exclusive service by a module, the TSP shall use the module for the
provision of the qualified trust services listed in chap. 4, Table 21 above. Therefore,

4Vertrauensdiensteverordnung vom 15. Februar 2019 (BGBI. | S. 114; Stand: 15.02.2019)
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the present Conformity Certificate covers the operation of the qualified trust services
listed in chap. 4, Table 21 above solely using the respective modules.

In case of the non-exclusive service by a module, the TSP may operatively decide
on the usage or non-usage of the module in the qualified TSP operation. Hence, the
present Conformity Certificate for the TSP covers the TSP operation with this
service as well as without it.

The table below represents a snapshot at the time of issuance of the present
Conformity Certificate. Precise information on the modules of the non-exclusive
services that are integrated by the TSP at a given time can be obtained from the
TSP.

30.09.2024
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Conformity Certificate

exclusive or

modul acc. to eIDAS non-
modul name | modul service | provid | address ) exclusive
er ID valid service by
until the module
identification of
natural persons
Service name:
“Verimi identity
verification
service™
Service options
names:
- AusweislDent .
. Oranienstra
- Online.
Verimi verimi % 9 ltovit
Identitatsfestst | ., . . 10969 26.06.2026 | non-exclusive
. i) in  compliance | GmbH ; 97223.24
ellungsdienst . Berlin,
with elDAS German
Art. 24.1a (c) y
ii) confirmed

assurance level:
‘substantial’ acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

5 The original name in German: ,Verimi ldentitatsfeststellungsdienst”.
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modul name

modul service

modul
provid
er

address

Conformity Certificate
acc. to eIDAS

ID

valid
until

exclusive or
non-
exclusive
service by
the module

Ausweis|Dent
Online

identification of

natural persons

Service name:
“Ausweisl|Dent
Online”

i) in  compliance
with elDAS
Art. 24 1a (c)

ii) confirmed
assurance level:
‘substantial’ acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

D-Trust
GmbH

Kommanda
ntenstralie
15, 10969
Berlin,
Germany

97203.23

26.01.2025

non-exclusive

Nect Ident

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

confirmed
assurance level:
‘substantial’ acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iii)in  compliance
with VDG § 11
para. 3

Nect
GmbH

Grolder
Burstah 21
20457
Hamburg,
Germany

DSC.1269.07.
2023

14.07.2025

non-exclusive
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modul name

modul service

modul
provid
er

address

Conformity Certificate
acc. to eIDAS

exclusive or
non-

valid

= until

exclusive
service by
the module

cidaas ID

validator

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

ii) confirmed
assurance level:
‘substantial acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iii)in  compliance
with VDG § 11
para. 3

Widas
ID
GmbH

Maybachstr
alde 2
71299
Wimsheim,
Germany

DSC.1350.10.

2023 15.10.2025

non-exclusive

Unattended
remote
identity
proofing with
automated
operation

identification of

natural persons

i) in  compliance
with elDAS Art.
24 1a (c)

ii) confirmed
assurance level:
‘substantial acc.
to Commission
Implementing
Regulation (EU)
2015/1502: not
applicable

iii)in  compliance
with ETSI TS

fidentity
AG

119461

Waldeggstr
asse 30,
CH-3097
Liebefeld,
Switzerland

KPMG 215 /

2023 13.04.2025

non-exclusive

30.09.2024




PUBLIC

Conformity Certificate TelekomSecurity.031.0315.09.2024 page 40 of 40

6. Summary and Notes
1. The current basic documents of the trust service provider “SIGN8 GmbH”

- version 1.4 as of 10.09.2024 of the Service Provision Practice
Statement (not publicly available), and

- version 1.4 as of 10.09.2024 of the Certificate Practice Statement
(publicly available)

are suitable for the operation of a qualified trust service provider as defined by
elDAS Regulation and is implemented accordingly in practice.

This determination also applies to the fulfilment of applicable requirements of
the VDG and the VDV.

2.  The trust service provider ,SIGN8 GmbH* operates the trust services listed in
chap. 4, Table 21 above in compliance with the relevant requirements of the
current version of elDAS Regulation.

This determination also applies to the fulfilment of applicable requirements of
the VDG and the VDV.

3.  The present Conformity Certificate TelekomSecurity.031.0315.09.2024 covers
the use of the integrated modules by the TSP in its qualified operation, only as
long as these modules are validly confirmed (listed in full in chap. 5).
After the expiry of the period of validity of the conformity certificate of each of
these modules, the TSP shall either present a new (supplementary) conformity
certificate for an eIDAS compliant operation or discontinue the use of the no
longer conformity certified module in the qualified operation.

4.  The present Conformity Certificate TelekomSecurity.031.0315.09.2024 is valid
for the basic documents listed in para.1 above up to and including
29.09.2026.

This validity period (that is, the maximum possible duration of TSP operation
in compliance with eIDAS Regulation) results from the specification of eIDAS
Regulation, Article 20 (1).

The validity of the present Conformity Certificate can be extended or reduced
if the basics upon which it was issued allow an extension or make a reduction
necessary.

End of the Conformity Certificate
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